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SA v10.2 Malware Analysis 
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•  Integration into the Security Analytics Infrastructure 
–  Flexera Licensing Support 

•  Simple on/off functionality in 10.2 
•  More granular control in subsequent releases 

–  New Investigation Workflow 
•  Right-click from Investigation to scan a subset of sessions for malware  

–  New Scoring Visualization 
•  Scoring wheel  
•  Uses color-coding to show relationship between scoring methodologies 
•  More new visualizations in subsequent releases 

•  Submission Methods 
–  Ad-Hoc Scan from Investigation 

–  Manual File Upload 
–  Continuous Scanning 

SA 10.2 Features – Malware Analysis 
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•  Deeper ThreatGRID functionality  
–  Click out to the ThreatGRID GUI from the event detail page 

•  Tiered Submission Levels 
–  Free 

•  100 sample scans (network, static & community) per day 
•  5 sandbox submissions per day 
•  Included with all SA Server installations 

–  Standard Subscription 
•  Unlimited sample scans 
•  1000 sandbox submissions per day 
•  Requires appliance purchase 

–  Enterprise Subscription 
•  Unlimited sample scans 
•  5000 sandbox submissions per day 

–  Local Sandbox Provided by ThreatGRID 
 

SA 10.2 Features – Malware Analysis 
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•  Scan Resubmit Functionality  
–  Ability to resubmit Ad-Hoc or Manual Upload scans 

•  Override any file type restrictions set in service configuration 
•  Queue Prioritization 

•  Custom Scoring 
–  All scoring rules can be enabled/disabled as well as weighted 

to fit customer environments 
–  High Confidence denotation 

•  Escalates score when rule fires 
•  Sortable in event view 

–  Reset to OOB default if needed 

•  Performance Enhancements 
–  Asynchronous Sandbox Submission  

•  Allows threads to be freed up as opposed to waiting for results 

 
 

SA 10.2 Features – Malware Analysis 
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Malware Scan from Investigator 
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Malware Summary 
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Malware Events 
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Malware Universe Rating 
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Malware Scoring 



11 © Copyright 2011 EMC Corporation. All rights reserved. 

Malware Configuration - Auditing 
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SA v10.2 Log Collection 
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•  Log Collector 
–  Protocols Added (doubled the number of protocols supported from 

10.1) 
•  SDEE, VMWare, SNMP, remaining File readers including XML file handler 

–  Features 
•  Live  Integration for updating collector content (GOTS\GFTS) 

•  Remote Log Collector 
–  Protocols Added (doubled the number of protocols supported from 

10.1) 
•  SDEE, VMWare, SNMP, remaining File readers including XML file handler 
•  Syslog 

–  Features 
•  Live  Integration for updating collector content (GOTS\GFTS) 
•  MSSP RLC Tagging 
•  Connection Failover 

Log Collection 
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Log Collection 
•  Live Integration 

–  Log Collector Content (GOTS/GFTS) allows the Log Collector to 
transform logs from their native format to a one line Syslog format 

–  Currently the Log Collector Content is applied via an RPM 
–  In 10.2 the user can select the Log Collector Content in Live, 

subscribe, and deploy it to Log Collectors, whether local to the Log 
Decoder or Remote (RLC) 
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•  Connection Failover 
–  Customers require the ability to continue collection in the event of 

outages 
–  Connection Failover allows the Admin to configure a RLC with 

multiple Log Collector s to forward logs to under Administration-
>Devices->RLC->Config->General tab 

–  The RLC will forward logs to the Primary (first) Log Collector 
–  Should the first Log Collector become unavailable for a 

configurable amount of time, the RLC will start sending logs to the 
next configured Log Collector 

Log Collection 
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SA v10.2 Report Engine 
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•  Live, Static Charting and Dynamic Charting 
–  Static Charts in Reports-Supported for all data sources i.e, Warehouse 

Reporting, NWDB, IPDB. 
•  Test Rule supports different chart format 
•  Report Definition of report you can  change the chart format. 
•  In the view of the report change the format of chart 

–  Live Charting Dashboard- Supported for NWDB data source 
•  You can add any chart rule to dashboard and configure it.  

–  Dynamic Charting- Supported for NWDB data source 
•  Create chart rule, schedule and view dynamic  chart in time and summary 

series format. 

•  RBAC  
–  Action based Access Control for Rule, Report, Charting, List, Alerting 
–  Define roles via Administrationà Systemà Security page and define access 

like Read/Read Write/No Access in Reporting and Alerting modules. 

•  I18n 
–  International charsets content to be supported for all data sources (except 

IPDB data source) in reporting. 
–  International charsets content viewable in report output. 

SA 10.2 Features – Report Engine 
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•  Integration with Security Analytics Warehouse 
–  Provides Compliance Reporting across large data sets 

•  Reports can be scheduled or ad-hoc 
–  Report Engine HIVE Query Interfaces 

•  Basic HIVE Rule Builder 
§  Provides easy to use and familiar interface for basic HIVE queries 
§  Consistent user experience as other rule builders 
§  Targets compliance use cases 

•  Expert HIVE Rule Builder 
§  Provides expert mode for advanced HIVE operations 
§  Free form HIVE expression support 

–  Table support for meta and raw partitions 
•  Table space support for meta and raw partitions 
•  Allows users to focus on query instead of tedious details behind building HIVE 

tables across backend partitioning  

•  IPDB Adapter 
–  Support for Multi-Site IPDB. Following deployment scenarios are supported. 

•  An OVF that includes a CENTOS6 image with the IPDB Extractor installed. 
•  IPDB Extractor RPM that could be installed on any 4S appliance. 
•  R710 based image. 

 
 

SA 10.2 Features – Report Engine 
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•  Enhancements  
–  Linking to investigator from alert view page and via alert output actions. 
–  Dynamic list will let you direct the output of report to a list. Configuring 

dynamic list lets you option to overwrite or append to an existing list. 
–  Alert variance dashlet added in dashboard.  
–  In all the alert dashlet in the dashboard, you can change the time range. 
–  Engine supports new font packages (Latin American Spanish, Arabic, 

Japanese, French) 
–  Click on the test rule meta to link to investigator 
–  User would be able to view the report even if one or more rule fails with 

appropriate error messages in report. 
–  Support different data sources rule in single report. 
–  Different icons for different data sources rule. 
–  For some of the meta there are alias defined and support of the same in the 

output of the report by default for all the data sources. 
–  Support for eagle product via reporting. Basically data source decoder/log 

decoder can be selected via reporting. 
 
 

 
 

SA 10.2 Features – Report Engine 
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Reporting – Dashboard Charts 
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Reporting – Pie Chart Time Series 
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Reporting – Dynamic Line Time 
Series 
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Reporting – Dynamic Time Series 
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Reporting – Live Pie Chart Dashlet 



25 © Copyright 2011 EMC Corporation. All rights reserved. 

SA v10.2 SAW 
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•  RAW Logs and Meta Namespaces 
–  RAW log data partition stored and accessible via “logs” table space, allows 

analytics on RAW logs via HIVE %LIKE% and RegEx expressions 
–  META partition stored and accessible via “session”, this includes both log and 

packet meta  

•  Integration with Report Engine for Compliance Use Cases 
–  Both “session” and “logs” namespaces accessible via HIVE rule builder 
–  Reporting Content for common SIEM use cases 
–  Complexities of internal partition management abstracted from user 

experience 
–  Reports can be scheduled or ad-hoc 

•  SWFT Agent 
–  Provides Non-NFS data movement between Decoders\Concentrators to SAW 

•  Various HDFS Enhancements and Bug Fixes 
–  Enhancements 

•  Need list 
–  Bug Fixes 

•  Need list 

Analytics Warehouse 
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Analytics Warehouse Reporting 

*** Preliminary lab results, with one simple rule and unconstrained I/O 
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Analytics Warehouse Reporting 

*** Preliminary lab results, with one simple rule and unconstrained I/O 
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SA v10.2 Complex Event Processing 
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CEP 
Capabilities 
•  Core functions: 

–  Correlate data arriving in multiple streams 
–  Correlate data that arrives out of order 
–  Logical and temporal causality (followed-

by) 
–  Filter Events 
–  Alert Suppression 
–  Compute percentages or ratios 
–  Average, count, min and max 
–  Regex support 

•  Leverages proven CEP technology 
from the business automation and 
finance markets 

Differentiators 
•  Logs + Pkt Meta + Enrichment Data 

(Intel, Vuln, Asset, Identity) 
•  Scale & Performance 

–  6 SAW compute nodes can correlate 
4.5 Billion EPS … and scale up*** 

•  Nested & Dependent Correlations 
•  Historical/Retro-Active Processing 
•  Complexity & Scope of Processing 

–  Sliding windows, tumbling windows, 
named windows, combine windows, 
window sharing, shrinking/expanding 
windows 

–  Grouping, aggregations, sort, filter, 
merge, upsert, split, inner-joins 

–  Rate limiting, enumeration methods, 
context dimensions 

–  Etc… 

*** Preliminary lab results, with one simple rule and unconstrained I/O 
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Complex Event Processing 

This roadmap presentation represents plans vs commitments and may change at any time 

• CEP Information Flow 
–  Decoders\Concentrators 

publish directly to HDFS/SAW 
–  CEP instances consume all 

the data from HDFS/SAW 
–  Modules contain EPL 

Statements 
–  CEP output delivered via 

SNMP, SMTP, Syslog 
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CEP Statements Configuration 
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CEP Module Configuration 
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CEP Module Selection 
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CEP Alerts Configuration 
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SA v10.2 Content 
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SA 10.2 Features – Content 
•  SAW Compliance Reports 

–  Delivery via the Compliance Report Template 
•  Includes 38 template reports 
•  Covers NWDB, and Warehouse DB 
•  IPDB not supported 

–  Available via Live post 10.2 GA 
 

•  Complex Event Processing Examples 
–  Cover typical SIEM use cases 

•  Focus on log use cases 
•  Provides examples for compliance 

–  Advanced analytic content not targeted for 10.2 

•  Defined Chart Types included in Report Packages 
–  Report Packages are pre-bundled sets of reports and charts  
–  Report Packages delivered for specific problem domains, such as 

Compliance Reports, Insider Activity, Bittorent, etc… 
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Protocol Parsers – Lua   
•  Lua advantages 

–  Faster 
–  Greater functionality 
–  Replace binary parsers, greater flexibility 

•  10.2 decoders have Lua support enabled by default 
•  A user can run both Flex and Lua parsers 

simultaneously on a single decoder 
•  End goal is to transition entire Flex library to Lua 
•  As users add new Lua content, they will have to 

unsubscribe/remove it’s flex counterpart or they will 
generate duplicate meta and expend unnecessary 
system resources 


