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Qu’est-ce que Hopper ?

‣ un désassembleur interactif

‣ Intel x86, et ARM
‣ Mach-O, Windows PE, ELF
‣ un décompilateur

‣ un debugger
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L’interface
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Code désassemblé
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Signets
et

Points d’arrêt
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Flot d’exécution
du programme
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Liste des labels
et des chaînes
de caractères
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Position dans le 
fichier et dans le code
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Zone de navigation
rapide
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Outils de 
transformations
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Outils de recherche
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Affichage du graphe
de la procédure

et du pseudo-code
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Debugger
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Désassembleur
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0x55, 0x48, 0x89, 0xe5, 0x48, 0x83, 0xec, 0x10
0xc7, 0x45, 0xfc, 0x00, 0x00, 0x00, 0x00, 0x89
0x7d, 0xf8, 0x48, 0x89, 0x75, 0xf0, 0x8b, 0x7d
0xf8, 0x48, 0x8b, 0x75, 0xf0, 0xe8, 0xcc, 0xcc
0x02, 0x00, 0x48, 0x83, 0xc4, 0x10, 0x5d, 0xc3
0x90, 0x90, 0x90, 0x90, 0x90, 0x90, 0x90, 0x90
…
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+00   0x55, 0x48, 0x89, 0xe5, 0x48, 0x83, 0xec, 0x10,
+08   0xc7, 0x45, 0xfc, 0x00, 0x00, 0x00, 0x00, 0x89,
+10   0x7d, 0xf8, 0x48, 0x89, 0x75, 0xf0, 0x8b, 0x7d,
+18   0xf8, 0x48, 0x8b, 0x75, 0xf0, 0xe8, 0xcc, 0xcc,
+20   0x02, 0x00, 0x48, 0x83, 0xc4, 0x10, 0x5d, 0xc3,
+28   0x90, 0x90, 0x90, 0x90, 0x90, 0x90, 0x90, 0x90

Adresse Type
00 Unexplored
01 Unexplored
02 Unexplored
03 Unexplored
04 Unexplored
05 Unexplored
06 Unexplored
07 Unexplored
08 Unexplored
09 Unexplored
0a Unexplored
⠇ Unexplored
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+00   0x55,
+01   0x48, 0x89, 0xe5, 0x48, 0x83, 0xec, 0x10,
+08   0xc7, 0x45, 0xfc, 0x00, 0x00, 0x00, 0x00, 0x89,
+10   0x7d, 0xf8, 0x48, 0x89, 0x75, 0xf0, 0x8b, 0x7d,
+18   0xf8, 0x48, 0x8b, 0x75, 0xf0, 0xe8, 0xcc, 0xcc,
+20   0x02, 0x00, 0x48, 0x83, 0xc4, 0x10, 0x5d, 0xc3,
+28   0x90, 0x90, 0x90, 0x90, 0x90, 0x90, 0x90, 0x90

Adresse Type
00 Code
01 Unexplored
02 Unexplored
03 Unexplored
04 Unexplored
05 Unexplored
06 Unexplored
07 Unexplored
08 Unexplored
09 Unexplored
0a Unexplored
⠇ Unexplored
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+00   0x55,
+01   0x48, 0x89, 0xe5,
+04   0x48, 0x83, 0xec, 0x10,
+08   0xc7, 0x45, 0xfc, 0x00, 0x00, 0x00, 0x00, 0x89,
+10   0x7d, 0xf8, 0x48, 0x89, 0x75, 0xf0, 0x8b, 0x7d,
+18   0xf8, 0x48, 0x8b, 0x75, 0xf0, 0xe8, 0xcc, 0xcc,
+20   0x02, 0x00, 0x48, 0x83, 0xc4, 0x10, 0x5d, 0xc3,
+28   0x90, 0x90, 0x90, 0x90, 0x90, 0x90, 0x90, 0x90

Adresse Type
00 Code
01 Code
02 Next
03 Next
04 Unexplored
05 Unexplored
06 Unexplored
07 Unexplored
08 Unexplored
09 Unexplored
0a Unexplored
⠇ Unexplored
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+00   0x55,
+01   0x48, 0x89, 0xe5,
+04   0x48, 0x83, 0xec, 0x10,
+08   0xc7, 0x45, 0xfc, 0x00, 0x00, 0x00, 0x00,
+0f   0x89, 0x7d, 0xf8,
+12   0x48, 0x89, 0x75, 0xf0,
+16   0x8b, 0x7d, 0xf8,
+19   0x48, 0x8b, 0x75, 0xf0,
+1d   0xe8, 0xcc, 0xcc, 0x02, 0x00,
+22   0x48, 0x83, 0xc4, 0x10,
+26   0x5d,
+27   0xc3
+28   0x90, 0x90, 0x90, 0x90, 0x90, 0x90, 0x90, 0x90

Adresse Type
00 Code
01 Code
02 Next
03 Next
04 Code
05 Next
06 Next
07 Next
08 Code
09 Next
0a Next
⠇ Next
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entry_point:
+00   0x55,
+01   0x48, 0x89, 0xe5,
+04   0x48, 0x83, 0xec, 0x10,
      // Clear variable
+08   0xc7, 0x45, 0xfc, 0x00, 0x00, 0x00, 0x00,
+0f   0x89, 0x7d, 0xf8,
+12   0x48, 0x89, 0x75, 0xf0,
+16   0x8b, 0x7d, 0xf8,
+19   0x48, 0x8b, 0x75, 0xf0,
+1d   0xe8, 0xcc, 0xcc, 0x02, 0x00,   // Call function
+22   0x48, 0x83, 0xc4, 0x10,
+26   0x5d,
+27   0xc3
+28   0x90, 0x90, 0x90, 0x90, 0x90, 0x90, 0x90, 0x90

08
comment: «Clear variable»

00
label: «entry_point»

1d
comment: «Call function»
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                 entry_point:
+00 55                push       rbp
+01 4889E5            mov        rbp, rsp
+04 4883EC10          sub        rsp, 0x10
                      // Clear variable
+08 C745FC00000000    mov        dword [ss:rbp+0xfffffffc], 0x0
+0f 897DF8            mov        dword [ss:rbp+0xfffffff8], edi
+12 488975F0          mov        qword [ss:rbp+0xfffffff0], rsi
+16 8B7DF8            mov        edi, dword [ss:rbp+0xfffffff8]
+19 488B75F0          mov        rsi, qword [ss:rbp+0xfffffff0]
+1d E8CCCC0200        call       0x2dcee         // Call function
+22 4883C410          add        rsp, 0x10
+26 5D                pop        rbp
+27 C3                ret
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; Basic Block Input Regs: rax rdi -  Killed Regs: rbx rsi
     methImpl_AppDelegate_check:
          push       rbp
          mov        rbp, rsp
          push       rbx
          push       rax
          mov        rbx, rdi
          mov        rsi, qword [0x10004a390]
          call       qword [ds:0x100042080]
          test       rax, rax
          jne        0x10000220d
; Basic Block Input Regs: rax -  Killed Regs: rax
          xor        al, al
          jmp        0x100002220
; Basic Block Input Regs: rax rbx -  Killed Regs: rdx rsi rdi
          mov        rsi, qword [0x10004a3a8]
          mov        rdi, rbx
          mov        rdx, rax
          call       qword [0x100042080]
; Basic Block Input Regs: rax -  Killed Regs: rax rbx rsp rbp
          movsx      eax, al
          add        rsp, 0x8
          pop        rbx
          pop        rbp
          ret        

bb0

bb1 bb2

bb3
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     methImpl_AppDelegate_check:
          push       rbp
          mov        rbp, rsp
          push       rbx
          push       rax
          mov        rbx, rdi
          mov        rsi, qword [0x10004a390]          // @selector(registrationData)
          call       qword [ds:0x100042080]            // objc_msgSend
          test       rax, rax
          jne        0x10000220d

          xor        al, al
          jmp        0x100002220

          mov        rsi, qword [0x10004a3a8]          // @selector(checkRegistrationLicense:)
          mov        rdi, rbx
          mov        rdx, rax
          call       qword [0x100042080]               // objc_msgSend

          movsx      eax, al
          add        rsp, 0x8
          pop        rbx
          pop        rbp
          ret

jeudi 4 juillet 13



dec        eax
cmp        eax, 11
ja         0x10000bde0

lea        rcx, qword [ds:0x10000be98] // Jump table
movsxd     rax, dword [ds:rcx+rax*4]
add        rax, rcx
jmp        rax             // Switch statement with 12 cases
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Décompilateur
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================ B E G I N   O F   P R O C E D U R E ================

                                   ; Basic Block Input Regs: rax rdx -  Killed Regs: rbx rsi
                                        methImpl_SWFFile_initWithParent_:
00000001000094c4 55                          push       rbp
00000001000094c5 4889E5                      mov        rbp, rsp
00000001000094c8 53                          push       rbx
00000001000094c9 50                          push       rax
00000001000094ca 4889D3                      mov        rbx, rdx
00000001000094cd 488B35E40F0400              mov        rsi, qword [ds:objc_sel_init] ; @selector(init)
00000001000094d4 FF15A68B0300                call       qword [ds:imp___got__objc_msgSend]
00000001000094da 4885C0                      test       rax, rax
00000001000094dd 740B                        je         0x1000094ea
                                   ; Basic Block Input Regs: rbx -  Killed Regs: rax rcx
00000001000094df 488B0D926C0400              mov        rcx, qword [ds:0x100050178]
00000001000094e6 48891C08                    mov        qword [ds:rax+rcx], rbx
                                   ; Basic Block Input Regs: <nothing> -  Killed Regs: rbx rsp rbp
00000001000094ea 4883C408                    add        rsp, 0x8                      ; XREF=0x1000094dd
00000001000094ee 5B                          pop        rbx
00000001000094ef 5D                          pop        rbp
00000001000094f0 C3                          ret        
                        ; endp
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================ B E G I N   O F   P R O C E D U R E ================

                                   ; Basic Block Input Regs: rax rdx -  Killed Regs: rbx rsi
                                        methImpl_SWFFile_initWithParent_:
00000001000094c4 55                          push       rbp
00000001000094c5 4889E5                      mov        rbp, rsp
00000001000094c8 53                          push       rbx
00000001000094c9 50                          push       rax
00000001000094ca 4889D3                      mov        rbx, rdx
00000001000094cd 488B35E40F0400              mov        rsi, qword [ds:objc_sel_init] ; @selector(init)
00000001000094d4 FF15A68B0300                call       qword [ds:imp___got__objc_msgSend]
00000001000094da 4885C0                      test       rax, rax
00000001000094dd 740B                        je         0x1000094ea
                                   ; Basic Block Input Regs: rbx -  Killed Regs: rax rcx
00000001000094df 488B0D926C0400              mov        rcx, qword [ds:0x100050178]
00000001000094e6 48891C08                    mov        qword [ds:rax+rcx], rbx
                                   ; Basic Block Input Regs: <nothing> -  Killed Regs: rbx rsp rbp
00000001000094ea 4883C408                    add        rsp, 0x8                      ; XREF=0x1000094dd
00000001000094ee 5B                          pop        rbx
00000001000094ef 5D                          pop        rbp
00000001000094f0 C3                          ret        
                        ; endp

function methImpl_SWFFile_initWithParent_ {
    rbx = rdx;
    rax = [rdi init];
    if (rax != 0x0) {
            *(rax + *0x100050178) = rbx;
    }
    return rax;
}
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mov        r15, rdi
mov        r12, qword [ds:0x1000501a0]
add        r12, r15
mov        r13, qword [ds:0x100050198]
add        r13, r15
xor        ebx, ebx
lea        r14, qword [0x10004b030]

mov        rdi, qword [ds:r13+rbx*8+0x0]
test       rdi, rdi
je         0x100009542
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mov        r15, rdi
mov        r12, qword [ds:0x1000501a0]
add        r12, r15
mov        r13, qword [ds:0x100050198]
add        r13, r15
xor        ebx, ebx
lea        r14, qword [0x10004b030]

mov        rdi, qword [ds:r13+rbx*8+0x0]
test       rdi, rdi
je         0x100009542

r15 = rdi
r12 = * (int *)0x1000501a0
r12 = r12 + r15
r13 = * (int *)0x100050198
r13 = r13 + r15
ebx = ebx ^ ebx
r14 = 0x10004b030

rdi = * (int *)(r13 + rbx * 8)
CMP(rdi & rdi, 0)
if (EFLAGS & E) goto 0x100009542
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r15 = rdi
r12 = * (int *)0x1000501a0
r12 = r12 + r15
r13 = * (int *)0x100050198
r13 = r13 + r15
ebx = ebx ^ ebx
r14 = 0x10004b030

rdi = * (int *)(r13 + rbx * 8)
CMP(rdi & rdi, 0)
if (EFLAGS & Z) goto 0x100009542

def r15      use rdi
def r12
def r12      use r12, r15
def r13
def r13      use r13, r15
def ebx      use ebx
def r14

def rdi      use r13, rbx
def Z        use rdi
             use Z
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r15 = rdi
r12 = * (int *)0x1000501a0
r12 = r12 + r15
r13 = * (int *)0x100050198
r13 = r13 + r15
ebx = ebx ^ ebx
r14 = 0x10004b030

rdi = * (int *)(r13 + rbx * 8)
CMP(rdi & rdi, 0)
if (EFLAGS & Z) goto 0x100009542

def r15      use rdi
def r12
def r12      use r12, r15
def r13
def r13      use r13, r15
def ebx      use ebx
def r14

def rdi      use r13, rbx
def Z        use rdi
             use Z

0
1
2  r12 instr 1, r15 instr 0
3
4  r13 instr 3, r15 instr 0
5
6
 
7  r13 inst 4, rbx instr 8
8  rdi instr 7
9  Z instr 8
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r15 = rdi
r12 = * (int *)0x1000501a0
r12 = r12 + r15
r13 = * (int *)0x100050198
r13 = r13 + r15
ebx = ebx ^ ebx
r14 = 0x10004b030

rdi = * (int *)(r13 + rbx * 8)
if (rdi == 0) goto 0x100009542

def r15      use rdi
def r12
def r12      use r12, r15
def r13
def r13      use r13, r15
def ebx      use ebx
def r14

def rdi      use r13, rbx
def Z        use rdi

0
1
2  r12 instr 1, r15 instr 0
3
4  r13 instr 3, r15 instr 0
5
6
 
7  r13 inst 4, rbx instr 8
8  rdi instr 7
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r12 = * (int *)0x1000501a0 + rdi
r13 = * (int *)0x100050198 + r15

ebx = 0
r14 = 0x10004b030

if (* (int *)(r13 + rbx * 8) == 0) goto 0x100009542
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push eax
push ebx
mov  ecx, eax
add  ecx, edx
push ecx
call 0xc478f

mov rdi, 0x1
xor rsi, rsi
call 0x10001276

Intel 32bits Intel 64bits
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⠇

if (XX) goto lbl1

lbl1:
⠇

lbl2:
⠇

⠇

if (XX) goto lbl1

lbl1:
⠇

goto lbl3

lbl3:
⠇

lbl2:
⠇

goto lbl3

lbl1:

⠇

if (XX) goto lbl1

lbl2:

if (cond) {
…

}

if (cond) {
…

}
else {

…
}

do{
…

} while (cond);
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rax = objc_msgSend(rdi, 0x10000a76e, rdx, rcx);
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rax = objc_msgSend(rdi, 0x10000a76e, rdx, rcx);

rax = [rdi insertObject:rdx atIndex:rcx];
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Debugger
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‣ Serveur GDB

‣ debuggage à distance,
‣ architecture différente (futur)

‣ Interface simple pour l’intégration 
d’autres debuggers (futur)
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La suite...
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‣plugins
‣autres types de debugger,
‣autres processeurs,
‣fonctionnalités...

‣travail collaboratif
‣CrowdRE

‣propagation de type
‣amélioration de l’interface
‣système de tag,

‣ ...
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http://www.hopperapp.com/

bsr43@hopperapp.com
@bSr43
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